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Open Source
Underlying technology of Oracle Cloud

Oracle VM Server

Key in larger Environments
Information is hard to find

Automatization 

Motivation – Why am I here?
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The Web Console

Manual changes

Status Overview

First contact
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Oracle VM Command Line Interface (CLI)

• OVM 3.1

Introduced

• via ssh

Accessible

• parser
• syntax

Own

• REST calls to core

Architecture
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Oracle VM CLI – Pros & Cons

OVM CLI
Pros
Accessible via ssh
Well documented:
 Oracle® VM Manager Command Line

Interface User's Guide for Release 3.4
Mode:
 Synchronous
 Asynchronous

Cons
Own parser
 weird behavior

ssh key authentication
 First use after VM Manager 

restart requires password
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Oracle VM Server - Overview

Oracle VM Architecture
Oracle VM Concepts Guide for Release 3.4
Chapter 2.1

http://docs.oracle.com/cd/E64076_01/E64081/html/vmcon-ovm-arch.html
http://docs.oracle.com/cd/E64076_01/E64081/html/vmcon-ovm-arch.html
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Oracle VM Server - Overview
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Oracle VM REST API

REST Client
Scripts

Access

Lightweight

Complete functionality
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Oracle VM REST API Documentation

Oracle® VM 
Web Services 
API 
Developer's 
Guide for 
Release 3.4

Using 
the API

Connecting

Authenticating

URI Mappings

Internet Media Types

Code 
Examples

Java

Python

NO 
Reference

The 
Oracle 
VM Web 
Services 
SDK

Oracle VM 
Manager 
installation 
ISO

Mount ISO

Copy
OvmSDK_3.4.2.1384.zip 
to local machine
Unzip

Contents OVM web services client
lib (JAR-File)

Sample Code (Java) using
client lib

Full API Documentation 
(HTML)

http://docs.oracle.com/cd/E64076_01/E64087/html/index.html


4th December 2017 Robert Marz © its-people @RobbieDatabee 14

What is REST?

REST REpresentational
State Transfer

programming paradigm Distributed Systems

Web Services

RESTful 
Applications

implements 6 constraints 
most important:

Uniform Interface (API via URIs)

Stateless

Cacheable

Implementation Transport protocol http(s)

content JSON Documents

XML  Documents
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Anatomy of a OVM REST Request
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OVM REST URL

https://192.168.56.101:7002/ovm/core/wsapi/rest/...
Protocol

Host:Port

REST Base URI

.../VMDiskMapping/0004fb0000130000aacb39aab2440b9f
Object Type

Object Id
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OVM REST Methods
HTTP Method Operation URI Path

GET Get all /ObjectType

Get all IDs /ObjectType/id

Get by ID /ObjectType/{id}

Get child associations /ObjectType/{id}/ChildType

Get child association IDs /ObjectType/{id}/ChildType/Id

PUT Modify /ObjectType/{id}

Action /ObjectType/{id}/action

Add  child association /ObjectType/{id}/addChildType

Remove  child association /ObjectType/{id}/removeChildType

POST Create /ObjectType

Create child Object /ParentType/{id}/ChildType

DELETE Delete /ObjectType/{id}

Delete child Object /ParentType/{parentId}/ChildType/{childId}
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OVM REST Header

HTTP Header Field Content Effect

Accept application/xml Server responds in XML

application/json Server responds in JSON

Content-Type application/xml Server expects XML payload

application/json Server expects JSON payload

Cookie _WL_AUTHCOOKIE_JSESSIONID=
6CT2CZ5eZ…

Session Cookie 
– no further auth required

Authorization Basic QWxhZG…. Encoded Credentials
– no cookie neccessary
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OVM REST Payload & Response (1/2)

Payload

JSON or XML

Defines Object or 
Action

Tip: use Response 
as template
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OVM REST Payload & Response (2/2)

Response
JSON or XML

Contains

Status

Job

Object

Array of Objects
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What is JSON?

JSON Java Script 
Object Notation

“Key“:“Value“ Pairs

Think of XML with 
<Tags> replaced by 
brackets

{} – Groupings

[] - Arrays

Schemaless no constraints for your implementation

Developers hell when dealing with 
documents not produced by your code



4th December 2017 Robert Marz © its-people @RobbieDatabee 26

OVM REST Authentication Methods (1/3)

Basic 
Auth

Provide “Basic Auth” 
with every REST request

Pro Easy to implement

No Overhead / Checks needed

Con Every Request gets own session

Resource intensive on OVM 
Manager



4th December 2017 Robert Marz © its-people @RobbieDatabee 27

OVM REST Authentication Methods (2/3)

REST 
Login

POST Request with Basic Auth to 
ovm/core/wsapi/rest/login

Extract Cookie 
„_WL_AUTHCOOKIE_JSESSIONID “

Use as Session-Cookie for all subsequent Calls

Pro Session Lasts in OVMM

Faster Response time

Con Overhead implementing login and 
alive checks
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SSL 
Cert

Login using SSL certificates with every call

Pro Convinient: No Credentials 
needed

Con Setup overhead on Client & 
OVM Manager

Works only from Client with 
certs installed

OVM REST Authentication Methods (3/3)
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Demo with REST Client
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Demo with REST Client
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Demo with REST Client
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Structure of the OVM REST API

Actions are implemented only once
Not always intuitive

The API is normalized

Query: GET /VirtualDisk/{virtualDiskId} 
Modify: PUT /VirtualDisk/{virtualDiskId}
Create: POST /Repository/{repositoryId}/VirtualDisk
Delete: DELETE /Repository/{repositoryId}/VirtualDisk/{virtualDiskId}

Example VirtualDisk:
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Automatization & Reporting

Always return Job-Object
Query Job-Id for Status

Actions are asynchronous

Easy to destroy Disks, VMs or Repositorys

Messing with OVM Manger can be dangeous

Implement your own API, e.g. clone Disk

Good Practice:

e.g. Orphaned Disks

Setup simple Reportings
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Resources

Conference Site
GitHub: https://www.github.com/its-people

Download Slides

In Preparation:
Setting up OVM Demo Environment with VirtualBox
OVM Reporting with node.js
A special Workflow: Cloning Prod-DB into Dev-Environment

German & English

Blog Posts

https://www.github.com/its-people
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RM 2“

Try this @127.0.0.1!

easy to
script

flexible

great
power

REST API

Conclusion



its-people GmbH
Frankfurt Tel. 069 2475 2100
Hamburg Tel. 040 2360 8808
Köln Tel. 0221 1602 5204
München Tel. 089 5484 2401

its-people ERP Beratungsgesellschaft mbH
Frankfurt Tel. 069 2475 1980

www.its-people.de     info@its-people.de

we make the difference
www.its-people.de

Thank you!

Questions?
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