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Why Networking for DBAS? e .

After Subscribing to laaS Cloud Services

You start with an empty virtual Datacenter /
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OCI Basics

ORACLE

CLOUD



Oracle Cloud Infrastructure Overview
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|dentity Domains, Tenants & Cloud-Account itapeoplé -

ORACLE" Cloud Infrastructure

|ldentity Domains, Tenants

& Cloud-Account

-\

0 Cloud Account
Cloud Account with Identity Cloud Service - (7] e S Mean the Same thlng
robbiedatabee 2] Your ClOUd-SpaCG

Administrators _ _
® Perform administrative tasks for individual services el —_— —_ Part Of your Cloud - U R LS

* Monitor key metrics and notifications for services

* Manage users and roles for cloud services
* Access the console for services you administer

Users

: Eahunchpad tosll of yodur a_;laplicztionsf and services Enter your I dentlty Domal n ;
ange your identity details and preferences . .
Login with user & password



Compartments itspeople

Logical Dividers  Namespaces
Subdomains

Applications

nestable (6 levels) Nov. 1, 2018

! N eW Featu reS” Renameable Sept. 7, 2017

Deleteable Oct. 18, 2018

Cloud Resources Stay in their Compartment

Compartments

See each other



Virtual Cloud Network Wizard



Virtual Cloud Network Wizard

itspeople

VCN Wizard

Launched via Menu

Creates Resources

Optional
“with related resources’

J

All created resources

Networking
> Virtual Cloud Networks
> Create Virtual Network

in one easy step

But:
less options to configure

can be modified afterwards



The Virtual Cloud Network Wizard (Network only) itspEnpld -

Create Virtual Cloud Network help cancel

CREATE IN COMPARTMENT

DOAG-DB S

Tedeiabes (OVDOAG.DB
NAME
DOAG-DB Netzwerk
® CREATE VIRTUAL CLOUD NETWORK ONLY
CREATE VIRTUAL CLOUD NETWORK PLUS RELATED RESOURCES
Creates a Virtual Cloud Network only. You'll still need to set up at least one Subnet, Gateway, and Route Rule to have a working Virtual Cloud Network.
CIDR BLOCK

10.145.120.0/24

DNS RESOLUTION

USE DNS HOSTNAMES IN THIS VCN )

DNS LABEL

doagdb

DNS DOMAIN NAME (READ-ONLY

TAGS

Tagging is a metadata system that allows you to organize and track resources within your tenancy. Tags are composed of keys and values that can be
attached to resources.

Learn more about tagging

TAG NAMESPACE TAG KEY VALUE

+ Additional Tag

VIEW DETAIL PAGE AFTER THIS RESOURCE IS CREATED 11

Create Virtual Cloud Network



The Virtual Cloud Network Wizard (Network only) [zoom] itsp?eg,f,g -

Create Virtual Cloud Network help cancel

CREATE IN COMPARTMENT

DOAG-DB

robbiedatabee (root)/DOAG-DB

<>

NAME OPTIONAL

DOAG-DB Netzwerk

® CREATE VIRTUAL CLOUD NETWORK ONLY

CREATE VIRTUAL CLOUD NETWORK PLUS RELATED RESOURCES

Creates a Virtual Cloud Network only. You'll still need to set up at least one Subnet, Gateway, and Route Rule to have a working Virtual Cloud Network.

CIDR BLOCK
10.145.120.0/24

Specified IP addresses: 10.145.120.0-10.145.120.255 (256 IP addresses)



The Virtual Cloud Network Wizard (Network only) - Results

Cloud Infrastructure v

Networking » Virtual Cloud Networks » Virtual Cloud Network Details

DOAG-DB Netzwerk

VCN Information Tags

CIDR Block: 10.145.120.0/24 OCID: ...fid5ra Show Copy

Compartment: robbiedatabee (root)DOAG-  Default Route Table: Default Route Table for

DB DOAG-DB Netzwerk
AVRILABLE Created: Sat, 17 Nov 2018 15:34:31 GMT DNS Domain Name: doagdb... Show Copy
Resources Subnets in robbiedatabee (root)
Compartment
Subnets (0)
Route Tables (0)
Internet Gateways (0) Sortby: | Created Date (Desc) z No Subnets
Dynamic Routing Gateways (0)
Security Lists (0) . .
There are no Subnets in robbiedatabee (root) that
DHCP Optians (0) match the filter criteria.

Local Peering Gateways (0)
Create Subnet

NAT Gateways (0)

Service Gateways (0)

itspeople .
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Create Virtual Cloud Network

The Virtual CIOUd NetW()r Create Virtual Cloud Network

The Virtual Cloud Network was created: doagdev

Create Internet Gateway
Create Virtual Cloud Nt Create S

The Internet Gateway "Internet Gateway doagdev" was created

CREATE IN COMPARTMENT N . Publi
ame:. Fublid Update Default Route Table

DOAG-DEV ' '
robbiedatabee (root)/DOAG-I SECU rlty LlSt: The Route Table was updated: Default Route Table for doagdev
NAME OPTIONAL DHCP Optior
Create Subnet
doagdev CIDR: 10.0.2
Public Subnet yFpl:EU-FRANKFURT-1-AD-1 was created
Route Table:

CREATE VIRTUAL CLOU
DNS Label: A Create Subnet

Public Subnet yFpl:EU-FRANKFURT-1-AD-2 was created

®/ CREATE VIRTUAL CLOU

Automatically sets up a

internet. You can set up imewan ruies ai
ingress and egress traffic to your Instan
created in the same Compartment as tr Public Subnet yFpl:EU-FRANKFURT-1-AD-3 was created

Close

Create Subnet

2sources)

sses)

itspeople - -




The Virtual Cloud Network Wizard (Network + related Resources) Results itspgg,iéii

ACLE

loud Infrastructure

Networking » Virtual Cloud Networks » Virtual Cloud Network Details

doagdev

VCN Information | Tags

CIDR Block: 10.0.0.0/16 OCID: . 8ysg4q Show Copy
Compartment: robbiedatabee (rootyDOAG-DEV Default Route Table: Default Route Table for doagdev
Created: Sat, 17 Nov 2018 16:33:52 GMT DNS Domain Name: doagdev... Show

Resources Subnets in DOAG-DEV Compaﬁmenf
Subnets (3)

Route Tables (1) Sortby: | Created Date (Desc) z Displaying 3 Subnets ¢ Page 1

Internet Gateways (1)

Public Subnet yFpl:EU- CIDR Block: 10.0.2.0/24 Availability Domain: yFpl:EU- Route Table: Default Route DHCP Options: Default DHCP
FRANKFURT-1-AD-3

Dynamic Routing Gateways (0) FRANKFURT-1-AD-3 Table for doagdev Options for doagdev

Virtual Router MAC
Address: 00:00:17:75:8F:4D DNS Domain Name: Security Lists: Default Security eee
sub1117163. Copy List for doagdev

Security Lists (1)

DHCP Options (1) Subnet Access: Public Subnet

FRANKFURT-1-AD-2 Virtual Router MAC FRANKFURT-1-AD-2 Table for doagdev Options for doagdev

OCID: ..2tpbia Show Copy Address: 00:00:17:75:8F:4D DNS Domain Nam:
sub1117163...

NAT Gateways (0) Security Lists: Default Security ses

List for doagdev

Service Gateways (0)
Subnet Access: Public Subnet

15

Public Subnet yFpl:EU- CIDR Block: 10.0.0.0/24 Availability Domain: yFplEU- Route Table: Default Route DHCP Options: Default DHCP
FRANKFURT-1-AD-1 Virtual Router MAC FRANKFURT-1-AD-1 Table for doagdev Options for doagdev

List Scope

Local Peering Gateways (0) 6 Public Subnet yFpl:EU- CIDR Block: 10.0.1.0/24 Avallability Domain: yFpl:EU- Route Table: Default Route DHCP Options: Default DHCP

COMPARTMENT

OCID: ...cs5fiq £ Address: 00:00:17:75:8F:4D DNS Domain Name: Security Lists: Default Security e







OCI Networking Components (1/3)

itspeople

Virtual Cloud IPv4 only
VC N Network

Covers Network ~ Singee, contiguous

Addresses

exists in a Single availability domain

Subnets

contain VNICs route table

with same security lists
DHCP Options

Networking



IP Subnetworks — Masking & CIDR itspeople

=l |P Addresses in the same Subnet are considered local

no routing required

sl  Subnet Masking

Binary Operation “AND”

Google

“Network Calculator”
“IP Subnet Calculator”

IPv4 Addresses are 4 Bytes 192 168 132 197
Each Byte has 8 Bits, 0-255 1100 0000 1010 1000 1000 0100 1100 0101
Subnet Masks 255 255 255 0

CIDR countsthe 1s (3x8=24) 1111 1111 1111 1111 1111 1111 ©000 00O



OCI Networking Components (2/3)

itspeople

VNIC

Private IP

Public IP

Networking

Virtual Network
Interface Card

Assigned to each
VNIC

Routable from Internet

assigned to VNICs

primary

unchanged during
lifetime

optional



OCI Networking Components (3/3)

itspeople

Route Tables

Security
Lists

DHCP
Options

Networking

Routes from Subnet
to outside VCN

Default

Virtual Firewall Rules

Default Set (stateful)

Configuration Set

Limited Options

empty

Stateful, Stateless
Ingress = inbound; egress = outbound
Ingress: allow ssh, icmp type 33+4

Egress: allow any

DNS Type

Search Domain



Networking » Virtual Cloud Networks » Virtual Cloud Network Details » Security Lists » Security List Details

Default Security List for DOAG-DB Netzwerk itsp:e;o,éé

cn omom o
Edit All Rules Apply Tag(s) D

Security List Information Tags

OCI Network

OCID: ..sunwca Show Copy

Networking » Virtual Cloud Networks » Virtual Cloud Network Details » DHCP Options » DHCP Option Details

Default DHCP Options for DOAG-DB Netzwerk

DHCP Option Information Tags

OCID: ...63gyda Show Copy

Created: Sat, 17 Nov 2018 15:34:31 GMT

AVAILABLE

Resources DHCP Options
DHCP Options (2)

DNS Type: Internet and VCN Resolver

Displaying 2 DHCP Options

Search Domain: doagdb.oraclevcn.com

21

Source: IP Protocol: Type and

Allows: ICMP traffic for: 3
10.145.120.0/24 ICMP Code: 3

Destination Unreachable



OCI Networking Gateways
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Gateways (GW)

Virtual Routers

Dynamic Routing
GW (DRG)

Internet GW

NAT GW

Service Gateway
Local Peering GW

(LPG)

Remote Peering
Connection

private Network traffic
VCN and on-Premises

provides direct Internet
Access

Network Address
Translation

Peers VCN with other
Oracle Cloud Services

Peer VCNSs in same
Region

Peer VCNs in different
Regions

Connects Cloud resources to Internet

without Public IP

e.g. Object Storage
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Connecting on-Premises to the Cloud

itspeople

Paths Iinto the

Cloud

ssh Tunnel

Custom Firewall
Appliance

IPSec VPN

OCI
FastConnect

to public IP

Testing and
Development only

Compute Instance

Custom VPN Setup

Connect on-Premises
VPN to Dynamic
Routing Gateway (DRG)

Private Connection
Peering

Expensive

Ends on Compute Server

Custom Image

Routing through public Internet

Private
Public
+ Provider (leased Line)

+ Datacenter



OCI Networking — Costs HHE

itspeople - -
Networking oy o \
Overview Features Pricing Learn More Documentation .
Assumptions:
o . 1GBit Connection
1 TB Data transfer
takes 3h (roughly)
Networking :
24h x 30/ (3h*TB) =240 TB
— 240 TB — 10 TB = 230.000 GB
e (GB Outbound Data Transfer Per Month) 230000 * 0,0074€ =1 702€
max per Month
Outbound Data Transfer - First 10 TB / Month Free
Outbound Data Transfer - Over 10 TB / Month €0.0074
Inbound Data Transfer Free

25



FastConnect Pricing its'p; O p| e :

ma Signin 2 Contact ®% Chat §3 English v m m

ORACLE coud
Applications ~ Platform +~ Infrastructure v Resources v

Infrastructure » FastConnect » Pricing \

¢ FastConnect " 24h * 30 = 720h

Overview Features Pricing Providers Supported Services Connectivity Models Learn More Documentation 1 G b pS .

720 * €0,1845 =€132,84

EUR - Euro (€) =

10 Gbps:
FastConnect 720 * €1,107 =€797,04
Pay as You Go M
(Port Hou) Additional costs:
FastConnect 1 Gbps €0.1845 P s e ) o Gl ) e B + Network Provider
(leased line)
+ Datacenter Provider26

FastConnect 10 Gbps €1.107 No separate charges for inbound or outbound data transfer

Note: Pricing shown does not include fees the Network Provider or Datacenter Provider may charge for connectivity. For more details please refer to the "Billing and
Pricing” section of the FastConnect FAQ.
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Scripting means Automation

Building up and tearing down of virtual
Environments happens frequently in the Cloud

Some changes can only be made by recreating
the resource

Provisioning Cloud Resources
by Clicking the Ul is tedious and error prone

Use the Web-UI for Orientation only

Scripting ist automation and documentation at
the same time




Scripting Options — Automate all the Things! itspeople

“The Master”

REST API

Provides Access to ALL Resources and Options

More Programming than Scripting

Python Based CLI

OCI CLI Unix & Windows

OpenSource Hosted on GitHub

Scripting across all Major laaS Providers

H aS h I CO rp Provider by Oracle
Te r rafO rm Defacto Standard for Scripting Cloud Resources

. Agentless Orchestration and Automation
Ansible

Scripting
Options

OCI Module provided by Oracle



Conclusion




Automate your Cloud

Networking
in the Cloud
The Web-Ul is no rocket
is only science
second-
best

Script
everything

¥

The Sky Cloud is the
Limit




DOAG 2019 Noon2Noon:

Die Oracle Datenbank in der Cloud

16.-17. Januar 2019, Frankfurt am Main
https.//www.doag.org/de/event/eventdetails/567305

DOAG DB Community
Veranstaltungen

DOAG 2019 Datenbank
3.-4. Juni 2019 Dusseldorf
https://datenbank.doag.org/
Call for Papers startet heute
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Vielen Dank fur lhre
Aufmerksamkeit.
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