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Oracle REST Data Services (ORDS) ,tspeome

= [CVvolved

from APEX Listener

sl Deploy in Application Server

» Tomcat
* Glassfish (deprecated)
* WebLogic

= ords.war

Java Web Archive

= Standalone mode

Brings own http-server
Supported for Production
java -jar ords.war




What is REST

itspeople

REST Representational state transfer ~ doctoral dissertation
by Roy Fielding, 2000
programming paradigm distributed systems
Web services.
RESTfUI implements 6 Constraints Uniform Interface (AP' via UR'S)
Applications
Stateless
Cacheable
Implementation  Transport protocol http(s)

content

JSON Documents



What is ORDS’ job? T

Bl  Pre-Opens —
Database Sessions

a Listens for
Web Requests

Database

Parses incoming [

B URL, splits into =1 Procedure Call

lll Calls Procedure in

. — Parameters
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Services (ORDS)

= Collects Results Eamd  Satus Codes

Delivers Buffer-
Contents to Client

= Header-Fields .
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Demo — Build a RESTFull Service in 100 seconds N

* Running Oracle DB 11gR2 or higher
» Schema with Table & Data

» * DBA Access

MEEELIRIES . |nstalled & Configured ORDS

* Insomnia REST Client
» SQL Developer
* Oracle Visual Builder Add-in for Excel

* REST enable Schema

D 4 « REST enable Table

DT * Use REST Client to test
S=6(l=gles | * Show Visual Builder Add-In



https://www.oracle.com/technetwork/topics/cloud/downloads/visual-builder-addin-5250138.html

Build a RESTfull Service in 100 seconds N




ORDS Autorest — REST enable Tables or Procedures e

REST enable Table or Procedure very easy
Read / Write
Stateless / no transaction

SQLDeveloper Wizards

Autorest

PL/SQL API



ORDS PL/SQL API: enable Schema (simple) ,tspeop,e

begin

ords.enable_schema;

commit; -- This commit i1s important!
end;

/



ORDS PL/SQL API: enable Object itspeople

begin
ords.enable_object (
P_ENABLED => true,
P_SCHEMA => 'RESTDBLINKSPROV',
P_OBJECT => 'STOCKTICKER',
P_OBJECT_TYPE => 'TABLE',

P OBJECT _ALIAS => 'tab-StockTicker',
P_AUTO_REST_AUTH => false
)3
commit; -- This commit ts important, too!

end;
/
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Anatomy of a ORDS AutoREST URL i

http://192.168.56.101:8080/0rds/rdbl/Tab-StockTicker/?offset=55&1im1t=100

HTTP Method

GET
PUT
POST
DELETE

/ORCL,2016-01-08

ORDS AutoREST Action

Retrieve Data — Single Row or Rowset
Insert or Modify Row

Bulk Insert csv-data

Delete Row



Interpreting the ORDS AutoREST Responses (1) bR

Table Rows
"symbol": "TDC",
"3d1": 56,

“tstamp”: "2017-05-06T23:27:00Z", Columns &
“price”: 28.625,

"links": [ Va|ueS
i

"rel": "self",
"href": "http://127.06.0.1:8080/ords/rdbl/Tab-StockTicker/56"

}
1
}s
{
"symbol": "ORCL",
“3di1l~: 57,
"tstamp": "2017-05-06T23:28:00Z",

"price”: 42,



Interpreting the ORDS AutoREST Responses (2) bR

"items": [==],
"hasMore": true,
“1imit™: 2,
"offset": 55,
"count": 2,

“Links™z [
{es},
?_j 1 Hypermedia as the Engine of Application State
i (HATEOAS)
{

"rel": “next",
"href": "http://127.0.0.1:8080/0ords/rdbl/Tab-StockTicker/?offset=57&1imit=2"




AutoREST PL/SQL

ma PL/SQL

Procedures & Functions
Standalone or in Packages
No Overloading

m POST Method only o~ ‘
| Y

More like RPC than RESTful WebService

JSON Document required (can be empty)

=l JSON Response

All OUT & IN OUT-Parameter Values
Function Return Value

s AUOREST PL/SQL vs ORDS REST Module S

Similar effort, but

REST Module offers way more flexibility

. = H B N = -
itspeople - -
P B B
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APls should be human readable itspeople

“Programs must be written for people to read,
and only incidentally for machines to execute.”

Harold Abelson, Structure and Interpretation of Computer Programs, 1984

This applies‘ to APIs,as well~.



APl Grammar

= Nouns/What?

Your API Objects
e.g. contracts, cars, VirtualMachines, ...
GET /products
GET /NVirtualMachines/4711

= Verbs / How?

http Methods
e.g GET, POST, PUT, DELETE

Relations

Sub-resources
e.g DELETE /VirtualMachines/4711/VMDiskMapping/5




HTTP methods: The Verbs

itspeople

HTTP
Methods

Actions

Common
Methods

Expandable

part of http-request

GET, POST, PUT, DELETE
OPTIONS, HEAD, TRACE
CONNECT

Make up your own


https://www.w3.org/Protocols/rfc2616/rfc2616-sec9.html

The HT TP-Protocol - methods itspeople

Server Client
# Listens on Port 8080 like a Webserver
nc -1 8080

curl \

GET /ords/VM/4711 HTTP/1.1
Host: localhost:80860
User-Agent: curl/7.58.0
Accept: */*

http://localhost:8080/ords/VM/4711

curl --request POST \

http://localhost:8080/0ords/VM/4711
POST /ords/VM/4711 HTTP/1.1

Host: localhost:8080

curl --request TRALALLA \

http://localhost:8080/0ords/VM/4711
TRALALLA /ords/VM/4711 HTTP/1.1




http Status Codes

HTTP Status

Codes

1xx Informational
,Hold on“

2XX Success
,Here you go*

3xx Redirection
,G0o away”

4xx Client Error
,You fucked up”

5xx Server Error
,| fucked up”®

100 Continue
101 Switching Protocols
102 Processing

200 OK

201 Created

208 Already Reported
301 Moved Permanently
304 Not modified

307 Temporary Redirect
400 Bad Request

401 Unauthorized

404 Not Found

500 Internal Server Error
502 Bad Gateway

503 Service Unavailable

itspeople



API| Design Best Practices itapeopis -

‘ Use nouns, but no verbs, Nouns are plural

‘ GET method should never alter states

‘ Use HTTP headers

' Use Hypermedia as the Engine of Application State (HATEOAS)

' Provide Filtering, Sorting, Field Selection & Paging



Building
ORDS RESTful Services

|

:




Build your Web Service with Wizards itspeople




Modules, Template & Handlers

REST Data
Service

Module

Template

Handler

logically groups a
set of URLs
Name

URI Prefix

URI Pattern

http-Methods
Parameters

Your Code

Like a PL/SQL Package
Include API Version#

In Name & URI Prefix
Part of the URL

following URI Prefix from
Module

may contain parameters

GET, POST PUT, DELETE

one per Template
http-header
URI

goes here

itspeople

ET REST Data Services
= |ﬂ Modules
BNER-YstaticFiles
| files
5% ] GET
--fivg) filename
- {s43) module
D files/{module}/{filename}
%] GET
E PUT
-fieg] X-APEX-STATUS-CODE
{53 filename
-{Evg mimetype
-{s43) module
D upload/{module} /{filename}
5-2] PUT
- {3vg) X-APEX-STATUS-CODE
-{ivg) filename
- {ixg mimetype
542 module



Handlers & Parameters

Handler: AllHandlers: PL/SQL
Source Type
GET Handler Collection Query [Item]; Query [One Row]; Feed
(Output Format varies) Media Ressource
Handler: All Handler JSON
Results
GET SOU rce_Type Query: JSON or CSV
Media Ressource: Binary
Parameter Types In
Out, In/ Out
assed as .
Eind Variables Source Type http-Head

URI

itspeople - -




Secure your WebService
NS

iy /
N > y
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Choose your Option: Basic or OAUTH ,tspeop|e

Always use https for prod

» Credentials and tokens are easy prey

Basic

 Let the http-Server do the Job

OAuth

» Let someone else authenticate and
e bear a token




The Idea behind OAUTH

Register your
app with
someone you
trust

*eg. Facebook,
Google or GitHub

Redirect Client
to external
service

Client receives

a “bearer”
token

Let them do
the

authentication

Token
authorizes
your app/API

itspéople :




OAUTH with ORDS

Define

Roles
Privileges

Assign Privileges

by Module
by Resource (URI Pattern)

R A \

OAuth Token

Metadata in ORDS-Tables

itspeople
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What is Swagger?

Swagger

Cloud Platform

Documentation
Format

Swagger Editor
Swagger Ul
Swagger Codegen
Swagger Hub

Swagger Inspector

donated to Linux
Foundation

renamed to OpenAPI
Specification

JSON or YAML file

itspeople

Swagger.

Supported by SMARTBEAR

VOPENAPI

INITIATIVE



Generate Swagger Doc

URL:
<ords-base>/Kschema-alias>/open-api-catalog/<module>/

Example:
curl http://localhost:8080/ords/Util/open-api-catalog/static/

{"swagger":"2.0","info":{"title":"ORDS generated API for
StaticFiles","version":"1.0.0"},"host":"localhost:8080", "base
Path":"/ords/util/static","schemes":["http"], "produces":["app
lication/json"],"paths":{"/":{"put":{"description":null, "resp
onses":{"200":{"description":"output of the

endpoint","schema"”:{"type":"object","properties":{}}}},"consu
mes" :["application/octet-stream"], "parameters":

[..]

Hallo

Parameters

Name

mimetype * ="

string

(header)

payload *

(body)

Responses

Code

200

/files/{module}/{filename}

/upload/{module}/{filename}|

Description

required

Example Value Model

Parameter content type

application/octet-stream v

Responsecontenttypel application/json v I

Description

output of the endpoint







New Schemas in the Database: ORDS itspeople

ORDS_PUBLIC_USER Used by ORDS

m fU connect to DB when  executing RESTful
E Services

Y @  oroswETADATA  Contains All ORDS
: Objects

O o RESTful Services Definitions
m Parameters

Authentication



ORDS Metadata

ORDS RESTful

Services

Metadata only

Maintained

Reporting

Rows in Tables

Dictionary Views

PL/SQL APIs

SQL Developer Wizards

Metadata Views

SQL Developer, SQLcl



SQLcl: Release 18.3 Production on Sun Mar 17 21:38:17 2019

. . Copyright (c) 1982, 2019, Oracle. All rights reserved.
Generate PL/SQL-Files with SQLcl
Oracle Database 12c Enterprise Edition Release 12.1.0.2.0 - 64bit Production

With the Partitioning, OLAP, Advanced Analytics and Real Application Testing options

SQL> help rest
REST

=1 Service Definitions

REST allows to export ORDS 3.X services.

Pure Metadata A modules

REST export <module_name> - Export a specific module
REST export <module_prefix> - Export a specific module related to the given prefix
REST modules - List the available modules
REST privileges - List the existing privileges
——— REST schemas - List the available schemas

md EXxport

SQL> rest schemas
PARSING_SCHEMA PATTERN STATUS

SQL Developer APEX_USER util ENABLED

. SQL> rest modules
W I Za rd NAME PREFIX  STATUS ITEMS_PER_PAGE

SQLCI StaticFiles /static/ PUBLISHED 25
REST export SQL> rest export

-- Generated by SQLcl REST Data Services 18.3.0.0
-- Exported REST Definitions from ORDS Schema Version 18.4.0.r3541002
-- Schema: APEX_USER Date: Sun Mar 17 21:39:00 CET 2019

BEGIN

o VeI’SIOH Contl’O| _—— ORDS . ENABLE_SCHEMA (
p_enabled => TRUE,
p_schema => "APEX_USER',
. . p_url_mapping_type => 'BASE_PATH'
Check into your SCCM (e.g. git) p_urd_napping_patiern o> ‘uiill,
p_auto_rest_auth => FALSE);

ORDS.DEFINE_MODULE (
p module name => 'StaticFiles',






Conclusion & o8N
A




Ressources LT

Oracle REST Data Services:

ORDS Download

ORDS Documentation

racle Visual Builder Add-in for Excel

nia REST Client
Type application/vnd.oracle.resource+json
DB Tools GitHub ORDS examples

Blogs:
Jeff Smith (Oracle Productmanager)
Kris Rice (Oracle VP Development)



https://www.oracle.com/technetwork/developer-tools/rest-data-services/downloads/index.html
https://docs.oracle.com/en/database/oracle/oracle-rest-data-services/index.html
https://www.oracle.com/technetwork/topics/cloud/downloads/visual-builder-addin-5250138.html
https://swagger.io/
https://insomnia.rest/
http://www.oracle.com/webfolder/technetwork/tutorials/appdevinfo/New%20REST%20Media%20Type.pdf
https://github.com/oracle/oracle-db-tools/tree/master/ords
https://www.thatjeffsmith.com/
http://krisrice.io/

ORDS RESTful Services — Powerful, Flexible & Simple itspeopls -

Secure your API
With Tokens

ORDS
AutoREST

REST enable

Tables & Views

quickly ORDS RESTful
Services

Powerful
Flexible
Great potential
Swagger APl Docs
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Vielen Dank fur lhre
Aufmerksamkeit.
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