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SQL*Plus

Java Based

Command Line

No Oracle Client
needed

$ORACLE_HOME/bin
(12cR2)

sqldeveloper/bin



9 SQLcl Usability Enhancements _

md  Usability:

Tab-Completions
Change Directory
History

Command Editor
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® SQLcl Features
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cd
script
alias
apex
ddl
history
Ib (liquibase)
rest
soda
vault
which

[..]
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® Keeping Secrets in Applications

= Secrets

» Usernames

* DB Credentials
» APl Tokens

* TLS Certificates

md Secret Sprawl

» Source code
* Configuration Files
* Version Control System

== Applications leak Secrets

* Logs
 Diagnostics
* Monitor
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g HashiCorp Vault: Concepts & Features —

at rest

Encrypts

in transit

Access Control
Lists

Audit Usage

Dynamic Secrets "M (69 5 da9)

Unique, Revokable

HashiCorp ) ,
I Encrypt as a Named Keys; Key Lifecycle
Va u t Serwce High Level API

(Enrypt, Decrypt - Sign, Verify)

Vault
Centralizes Secrets




® HashiCorp Vault: Architecture
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= Client/ Server

 Cluster / HA capable by default
« REST API (JSON Documents) / CLI

Open Source hosted on

GitHub

* Released as single binary
e vault / vault.exe

s Highly Pluggable / Extendable

* Authenticate

* Audit

» Store

» Secret Backends

@RobbieDatabee @oraesque



g HashiCorp Vault - SQLcI Integrati

$ sql orcl/robbie Enable:
SQLcl: Release 19.2.1 Production on Sun Nov 03 20:37:10 2019 EnV|r0nment Varlables

Copyright (c) 1982, 2019, Oracle. All rights reserved. ® VAULT_ADDR
* VAULT_TOKEN

Attempting vault based connection.
Connecting to : robbie/xxxx@jdbc:oracle:thin:@127.0.0.1:1521/0orcl
Connected using : http://127.0.0.1:8200/v1/cubbyhole/orcl/robbie

Connected. Connect Strings

SQL> help vault

* interpreted as vault KV Paths
» SQLcl attempts to read

Vault configuration settings are read from the environment: Credentia|s

The vault command provides integration with HashiCorp Vault for saving and sourcing connection information.

VAULT_TOKEN, VAULT_ADDR .
* if unsuccessful, use as normal

SSL Settings are used from Java configuration. H
’ g connect string
vault config : Print current configuration
vault base : Sets base path Default : /cubbyhole/ .
vault list [filter] : Lists stored connections Estab“Shed
vault store [name] : Store current connection to vault. Default : 'global_name/username' Connections
vault delete [name] : Delete store name configuration.
vault autostore [true/false] : Sets auto storing of connections. Default : false .
sqL> » Can be stored in vault

» Autostore available
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® Liquibase — Source Control for y_
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Create Table X

©2020 Sabine Heimsath & Robert Marz

- o
O

s DB Changes

* Deploy, Rollback
» Track, Manage, Document
» DDL, Sources, Data

=

a Java-based Open Source

« Community: liquibase.org
« Commercial: liquibase.com

Drop Column Y.Z =1 NoO extra installation needed

* Liquibase libraries come with SQLcl

@RobbieDatabee @oraesque



@ Liquibase B
= Supported Databases

* Oracle

« MySQL

» PostgreSQL
« SQL Server
 DB2

* more

lll Oracle features in SQLcl
Liquibase

i
-
-
-

§ * Virtual Columns — ok

* Materialized Views — ok

* Hidden Columns — ?

» Partitions — ?

» Global Temporary Tables — ?

©2020 Sabine Heimsath & Robert Marz @RobbieDatabee @oraesque 18



»  Liquibase ~ File Formats B

<databaseChangelog>
“preconditions ™ Incremental Changes

</preCondi£ions>
» Change sets/Change logs

<changeSet i1id="A" author="Shaun">

<createTable tableName="persons"> ¢ F|Ie formatS:
</ t f.k.)l > * YAML
createTable
</changeSet> « JSON
« XML < SQLcl

<changeSet 1d="B" author="Shirley">
<insert tableName="persons"> « SQL
Lo « Changelog Tables inside DB
</insert>
</changeSet>
</databaseChangelog>
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Globals

There are a few globals pushed into the scripting engine for use.

" " "
@, : ;Crl ptl n g I n : ;Q LCI args -This is a simple array of the arguments passed along

Example:

H for(var arg in args) {
File

ctx.write(arg + ":" + args[argl);

executes T cirete Toney RS

sqlcl - This is SQLCL itself

. . setStmt(<String of stuff to run>)
Inlln'e Scrlpt (l . b k) This can be a single statement, an entire script of stuff, or any sqlcl command such as "@numbers.sql"
script -- inebrea
# type your script on the fly 5
Runs whatever is set via the setStmt function
Example:

All JSR-223 Implementations
/* Run any amount of command in the sqlcl prompt */

S l l p po rte d sqlcl.setstmt("select something from somewhere; @myscript \n begin null;end;");

JavaScript (nashorn) salel.run();
L a n u a e S ctx ( this has tons of methods but this is the single most important )
Python (Jython)
write(<String>)
... lots more ... Example:

ctx.urite('Hello World');

yword script

COntrOHIng SQLCI Buffer util (again tons of methods )
Endless
background DB Connections executes whatever is passed in with a boolean return for success/failure

L ] L] L] L
0 S S 1D tl e S xecuteeturmonecol(cserings, binds)
executes and returns the first row , first column

... lots more ...

executeReturnListofList(<string>,binds)
executes and returns an array(rows) of arrays(rou).

executeReturnList(<string>,binds)
execute and returns and array ( rows ) of objects ( row )


https://github.com/oracle/oracle-db-tools/tree/master/sqlcl/examples
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GraalViVi.
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= Universal VM

JS, Python, Ruby, R
Java, Scala, Groovy, Kotlin, Clojure

=l PoOlyglot

Embed different Language

= Execute SQLcl in GraalVM

Unpack Graal
set PATH & JAVA HOME Variables
Lightning fast

md  Scripting

uncharted territory
very promising

@RobbieDatabee @oraesque
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SQLcl — a mighty Tool

Endless Possibilties

Uncharted Territory
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