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Oracle APEX Authentication
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n Who are you

Identify yourself
e.g., with 
username & password
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n What permissions do you have

Stuff you allowed to do

Oracle APEX Authentication vs Authorization
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Oracle APEX Authentication ï Just one Job

Authentication 
Method

Set 
APP_USER

Fail.
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:APP_USER

As a bind variable from 
either PL/SQL or SQL:

6ƽʎ!00ʍ53%2Ʀƾ

From PL/SQL packages 
and triggers:

sys_context (
'APEX$SESSION', 'APP_USER')

As an attribute of the 
context APEX$SESSION:

Oracle APEX: Built-In Substitution String APP_USER
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Builder Extension Sign-in

Custom Authentication

Database Accounts

HTTP Header Variable

ÅThe Extension Builder Sign-in enables users to log into 
an Extension App without having to sign-in again when 
already signed into a APEX session. The Extension 
Sign-in Authentication checks for a valid APEX session.

Builder Extension Sign-in

ÅCreating a Custom Authentication scheme from scratch 
to have complete control over your authentication 
interface.

Custom Authentication

ÅDatabase Account Credentials authentication utilizes 
database schema accounts to authenticate users.

Database Accounts

ÅAuthenticate users externally by storing the username in 
a HTTP Header variable set by the web server.

HTTP Header Variable

Oracle APEX Authentication Schemes

https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/builder-extension-sign-in.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/custom-authentication.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/database-accounts.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/http.header-variable.html
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Oracle Application Server Single Sign-On Server

Oracle Application Server Single Sign-On Server

SAML Sign-In

Social Sign-In

ÅDelegates authentication to the Oracle AS Single 
Sign-On (SSO) Server. To use this authentication 
scheme, your site must have been registered as 
a partner application with the SSO server.

Oracle Application Server Single Sign-
On Server

ÅDelegates authentication to the Security 
Assertion Markup Language (SAML) Sign In 
authentication scheme.

SAML Sign-In

ÅSocial Sign-In supports authentication with 
Google, Facebook, and other social networks 
and enterprise identity providers that support 
OpenID Connect or OAuth2 standards.

Social Sign-In

Oracle APEX Authentication Schemes

https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/oracle-application-server-single-sign-on-server.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/oracle-application-server-single-sign-on-server.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/saml-sign-in.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/social-sign-in.html
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LDAP Directory

No Authentication (using DAD)

Open Door Credentials

Oracle APEX Accounts

ÅAuthenticate a user and password with an authentication 
request to a LDAP server.

LDAP Directory

ÅAdopts the current database user. This approach can be 
used in combination with a mod_plsql Database Access 
Descriptor (DAD) configuration that uses basic 
authentication to set the database session user.

No Authentication (using DAD)

ÅEnable anyone to access your application using a built-in 
login page that captures a user name.

Open Door Credentials

ÅOracle APEX Accounts are user accounts that are created 
within and managed in the APEX user repository. When you 
use this method, your application is authenticated against 
these accounts.

Oracle APEX Accounts

Oracle APEX Authentication Schemes

https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/ldap-directory.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/no-authentication.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/preconfigured-authentication-schemes.html
https://docs.oracle.com/en/database/oracle/apex/24.1/htmdb/apex-accounts.html
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Credentials

Åcollected by APEX app

LDAP

ÅAuthenticates and Authorizes for 
multiple Apps across the Enterprise

Security 
Concerns

ÅUser trust your app without knowing

ÅPotentially log & debug enterprise 
account credentials

LDAP Directory Authentication Scheme ï The Problem
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ÅAbsolutly. You can build 
multiple Logon pages using 
different Schemes

ÅOne has to be the default
that gets redirected to

Multiple Authentication 
Schemes per App?

Oracle APEX Authentication Schemes FAQ



Architectural Approach
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Problem
Solution 
based on

ÅEnergy & 
Expenses

ÅKnowledge

ÅInterest

Ăworks 
for meñ

Choosing Authentication Schemes ï Developers Approach

Developers

want to get the job done

close their tickets

try stuff out

learn something interesting
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Problem
Solution 
based on

ÅRequirements

Ådeployed base

ÅRe-use and 
integrate

Ăfits into 
the great 
planñ

Choosing Authentication Schemes ï Architectural Approach

IT Architects

focus on user requirements

fit solutions into enterprise landscape

tries to reuse as much as possible

considers security rules
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Open Web App

Internal App with restricted Access

Internet App with Registration

Intranet App with SSO

Many more

Authentication Usecases

©2024 Robert Marz @RobbieDatabee



20

Every one is 
allowed to access

e.g. Newspage or Info-
Screen

No authentication 
needed

Assuming a 
default 
Username

Open Door Credentials

Usecase Open Web-App

©2024 Robert Marz @RobbieDatabee
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Social Sign-In

Let others do the dangerous part

Custom Authentication Scheme

you are responsible for storing 
username and passwords secure 

(only salted hashes!!)
attractive target for hackers

App is exposed to the Internet

Everyone can register

Usecase Internet App with Registration
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Intranet App

Åshared group passwords

Read mostly, very limited editing

ÅVery small Number of well known users

Speciality App with Power Users

ÅDatabase Accounts (not really)

ÅApex Accounts

ÅCustom Scheme

ÅSSO (SAML or Social Sign-In)

Authentication Schemes

Usecase Internal App with restricted Access

©2024 Robert Marz @RobbieDatabee
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Åmany users

Ådifferent roles and rights

Intranet App

ÅSSO

ÅSAML

ÅSocial-Sign-In 
(MS Entra ID and co)

Authentication 
Schema

Usecase Intranet App many Users

©2024 Robert Marz @RobbieDatabee
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Architect (me) 
suggests (mostly)

Open Door 
Credentials

SSO

The Architects choice



Sharing Auth between APEX 

and REST


