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orazknow

The German Oracle Database Community.
Database first. Community first. ora2know.de
Member of the Board

@robbie.databee.org https://robbie.databee.org robert.marz@databee.org
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QOracleACE
The Oracle ACE Program

400+ technical experts helping peers globally

A The Oracle ACE Program recognizes and rewards community members for their technical
and community contributions to the Oracle community

A 3 membership levels: Director, Pro, and Associate

o

Nominate yourself or a colleague @i

A Learn more afce.oracle.com

E aceprogram_ww@oracle.com ﬁ Facebook.con®racleACEs X @oracleace m Oracle ACE Program Group
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http://acenomination.oracle.com/
bit.ly/OracleACEProgram

SYM POSIUMLI

Created by the community, to support the community

Sharing of reliable knowledge
Supporting the various user groups and individuals

@sym 42
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@ API| Design Approaches

Code first,
think never?

A _

A Switch roles - You are not the user

APrograms must be wri
and only incidentally

Harold Abelson, Structure and Interpretation of Computer Programs, 1984

This applies to APIs, even more.



& > API Grammar

Your API Objects
e.g. contracts, cars, VirtualMachines, &
GET /products
GET /VirtualMachines/4711

e Verbs / How?

http Methods
e.g GET, POST, PUT, DELETE

W

Sub-resources
e.g DELETE /VirtualMachines/4711/\VMDiskMappings/5

©charles taylor - stock.adobe.com
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é& S AP Design Best Practices

‘ Try it, Test it, Document it

‘ Be redundant

‘ Use nouns, but no verbs, Nouns are plural

‘ GET method should never alter states
‘ Use HTTP headers
‘ Provide Filtering, Sorting, Field Selection & Paging

‘ Use ETAGs and HATEOAS
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&b Swagger vs. open API

Swagger Editor
Swagger Ul
Swagger Codegen
Swagger Hub

Swagger Inspector

donated to Linux
Foundation

renamed to OpenAPI
Specification

JSON or YAML files

‘ Swagger.

supportedby SMARTBEAR

A‘/opENApl

INITIATIVE
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é > Open API Documentation

[ https://petstore.swagger.io/v2/swagger.json

This is the only
Documentation,

our users will see
y Swagger Petstore @2 &

[ Base URL: petstore.swagger.io/v2 ]
https://petstore.swagger.io/v2/swagger.json

It bu | Ids your reputatlo n This is a sample server Petstore server. You can find out more about Swagger at http://swagger.io or on

irc.freenode.net, #swagger. For this sample, you can use the api key special-key to test the authorization

(good or bad) filters.

Terms of service

Contact the developer
Apache 2.0
Find out more about Swagger

Provide a swagger

endpoint/url
Schemes
| HTTPS v Authorize @
pet Everything about your Pets Find out more 2™
Keep yOUF API COﬂSISte nt ‘ /pet/{petId}/uploadImage Uploads animage ﬂ AV ‘

with the Docs

‘ /pet Add a new pet to the store 8 v ‘

©2025 Robert Marz @RobbieDatabee 12



@ Swagger-CodeGen-CLlI

openapi.ym| distributed over
multiple files

into a single Jsonfile


https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/

& > SwaggerUl . -

<!DOCTYPE html>
<html lang="en">
<head>
<meta charset="utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1" />
<meta name="description" content="SwaggerUI" />
<title>SwaggerUI</title>
<link rel="stylesheet" href="https://unpkg.com/swagger-ui-dist@5.11.0/swagger-ui.css" />
</head>
<body>
<div id="swagger-ui"></div>
<script src="https://unpkg.com/swagger-ui-dist@5.11.0/swagger-ui-bundle.js" crossorigin></script>
<script src="https://unpkg.com/swagger-ui-dist@5.11.0/swagger-ui-standalone-preset.js" crossorigin></script>

<script>
window.onload = () = {
URL to your window.ui = SwaggerUIBundle({

url: 'https://petstore3.swagger.io/api/v3/openapi.json’',
dom_id: '#swagger-ui',
presets: [
SwaggerUIBundle.presets.apis,
SwaggerUIStandalonePreset
]l
layout: "StandalonelLayout",
3);
3
</script>
</body>
</html>

https://swagger.io/docs/open S OUICeTOOIS WAt U S G e IS EIETION N —

©2025 Robert Marz @RobbieDatabee

openapi.json



https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/

&b Open APl What to document

mm ENdpoints (Modules)

A Description

= Parameters

AURL / Header
A Datatypes
A Examples

s Body & Response

A JSON Schemas
A Examples

o ‘.;_:34.1;;.:' .

©Staiith Nowak Jacek - steck adape:com-
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& > Custom PL/SQL oder ORDS Functionality

use ords source type
whenever you can

use custom pl/sql
whenever you must



&b Organize PL/SQL Code

RestResult

PL/SQL Type
(Alternative:
Use a JSON Doc)

http-status § http-status
Code Message

©2025 Robert Marz

Reusable
Business
Logic

PL/SQL
Packages

Per module

PL/SQL Packages

Function
for every Calls Re-
handler Usable
(template + § Business
http- Logic
method )

@RobbieDatabee

General REST-Helper

PL/SQL Package

Gets result
Procedure from Input and
for Output module Output
Generation J function as § Validation
Input

Error
Handling




& 5 REST Module Handler Defintion

©2025 Robert Marz

. : A compiled for

only Bind
: Handling
Hl keep as simple
as possible:

Calls Package
Procedure

REST > Module > ffacmd_v1 > execwf > POST

execwf

Zuletzt aktualisiert: vor 9 Minute

Keine Kommentare verfugbar

[Quelltyp: plsqllblock] [Seitengrt‘;l&e: D]

http://localhost:8080/ords/fsm_core/ffacmd/v1/execwf
Quelle

0 B |k

1 begin
2 L :status_code := common.process_rest_result(rest_execwf.post(
3 nd;

@RobbieDatabee

tbody) )3
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Paging is crucial for large datasets

REST call are stateless and
independent

Provide metadata in the responses:

Aare there more rows

Acurrent offset
Alinks to following and preceding pages

The ORDS source types provides those
for free

©2025 Robert Marz

@RobbieDatabee

Hypermedia as the Engine of

Application State
(HATEOAYS)
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&}) ETags for Caching and DML Locking

m ETags (Entity Tags)

A http headers
A identify specific versions of resources
A part of http/1.1 spec (RFC 7232)

A great for result caching

mm  Optimistic Concurrency Control

A Prevention of Mid-air Collisions

A ensure client has read the latest changes
before updating

mm ORDS source types

A bring ETags for free

©2025 Robert Marz @RobbieDatabee 21



&1) JSON Schemas

Validate all JSON

against schemas

Alncoming
AOutgoing
AResting in the Database

= \Vake sure schemas

are consistent with docs
A re-use your openAPI spec

©2025 Robert Marz @RobbieDatabee 22
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é& 5 JWT (JSON Web Token)

JWT (JSON Web Token)

Aindustry standard RFC 7519

Arepresent claims securely between two parties

Transport

Ahttp header field
A Authorization: Bearer {{token}}

Parts

A3 Sections:
AHeader (JSON)
APayload (JSON)
ASignature

ABase64 encoded

©2024 Robert Marz

@RobbieDatabee
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& 5 Java Web Token i How it works

Client establishes Session
{ with ID Provider
"exp": 1732104719,
"iat": 1732102919,
"jti": "87Ube%ae-bl86-U68U-af50-flcfa726e581", Receives Bearer

"iss": "https://host.examle.com/realms/tenantl”, . .
"sub": "5db8e25d-21c7-UcdU-acle-a26832bU6850", TOken Wlth ClalmS
"typ": "Bearer",

llazp": "D:'LSF)OHl
"session_state": "8af6a2u6-7277-4216-b660-UcUub95a5c20", Sends Token as http-
"acr": "1", header to Server

"allowed-origins": [
"https://host.examle.com/Acceptance/dispoManager/",

"http://localhost:5000",

"https://host.examle.com/dispoManager/" Server Decodes Token

1,

"scope": "openid email profile",

"sid": "8af6a2u6-7277-4216-b660-4cld4b95a5c20",

"name®: "Robert Marz®, _ Validate Token (online

"groups": ["/Dispatcher","/Technican"], or Ofﬂine)

"preferred_username": "postman-test-user-03",

"given_name": "Robert",

"family_name": "Marz",

"email": "robert.marz@databee.org" Extracts Information Username
¥ Full-Name

Groups

©2024 Robert Marz @RobbieDatabee



& 5 ORDS Auth with JWTs

ORDS

Alatest release has JWT profiles
Aenabled by default

Aif not configured, every JWT will result in an
error and Java Stacktrace

ORDS JWT profile disable

ords config set
security.jwt.profile.enabled false

Parse JWT

AYou have to parse the payload for claims
like roles, groups, etc anyway

26






& 5 JWTs and Apex

©2024 Robert Marz

Apex

Social-
Sign-In
Auth
Scheme

@RobbieDatabee

A social networks and
enterprise identity
providers that support
OpenlD Connect or
OAuth2 standards

A- MS Entra ID (ex Azure
Active Directroy)

A- KeyCloak
Aé
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