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Designing your REST API
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API Design Approaches

Code first, 

think never?

Ą Design carefully

Ą Switch roles - You are not the user

ñPrograms must be written for people to read, 

and only incidentally for machines to execute.ò
Harold Abelson, Structure and Interpretation of Computer Programs, 1984

This applies to APIs, even more.
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API Grammar

Your API Objects

e.g. contracts, cars, VirtualMachines, é

GET /products

GET /VirtualMachines/4711

Nouns / What?

http Methods

e.g GET, POST, PUT, DELETE

Verbs / How?

Sub-resources

e.g DELETE /VirtualMachines/4711/VMDiskMappings/5

Relations
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API Design Best Practices

Try it, Test it, Document it

Be redundant

Use nouns, but no verbs, Nouns are plural

GET method should never alter states

Use HTTP headers

Provide Filtering, Sorting, Field Selection & Paging

Use ETAGs and HATEOAS



Document your REST API
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Swagger vs. open API

Cloud

Platform

API

description

standard
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Cloud 
Platform

Swagger Editor

Swagger UI

Swagger Codegen

Swagger Hub

Swagger Inspector

API 
description 
standard

donated to Linux 
Foundation

renamed to OpenAPI 
Specification

JSON or YAML files

https://swagger.io/
https://swagger.io/
https://www.openapis.org/
https://www.openapis.org/
https://www.openapis.org/
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This is the only 
Documentation, 

your users will see

It builds your reputation 
(good or bad)

Provide a swagger 
endpoint/url

Keep your API consistent 
with the Docs

Open API Documentation
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Swagger-CodeGen-CLI

https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/

java-jar swagger-codegen-cli-3.0.64.jargenerate-l openapi-i ${api} -o ./out

C
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rt openapi.yml distributed over

multiple files

into a single json file

https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
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SwaggerUI

https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/

URL to your 

openapi.json

https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
https://swagger.io/docs/open-source-tools/swagger-ui/usage/installation/
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ÅDescription

Endpoints (Modules)

ÅURL / Header

ÅDatatypes

ÅExamples

Parameters

ÅJSON Schemas 

ÅExamples

Body & Response

Open API ïWhat to document

©Shaiith Nowak Jacek - stock.adobe.com



Organize your Code
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use ords source type 
whenever you can

use custom pl/sql
whenever you must

Custom PL/SQL oder ORDS Functionality
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Organize PL/SQL Code

RestResult

PL/SQL Type
(Alternative: 

Use a JSON Doc)

http-status 
Code

http-status 
Message

JSON-
Result

Reusable 
Business 

Logic

PL/SQL 
Packages

Per module

PL/SQL Packages

Function 
for every 
handler 

(template + 
http-

method )

Calls Re-
Usable 

Business 
Logic

General REST-Helper

PL/SQL Package

Procedure 
for Output 
Generation

Gets result 
from 

module 
function as 

Input

Input and 
Output 

Validation

Error 
Handling
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REST Module 
Handler

dynamic sql
Ą compiled for 
every execution

keep as simple 
as possible:

only Bind 
Handling

Calls Package 
Procedure

REST Module Handler Defintion
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Paging

Paging is crucial for large datasets

REST call are stateless and 
independent

Provide metadata in the responses:

Åare there more rows

Åcurrent offset

Ålinks to following and preceding pages

The ORDS source types provides those 
for free

Hypermedia as the Engine of 

Application State 

(HATEOAS)
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Åhttp headers

Åidentify specific versions of resources

Åpart of http/1.1 spec (RFC 7232)

Ågreat for result caching

ETags (Entity Tags)

ÅPrevention of Mid-air Collisions

Åensure client has read the latest changes 
before updating

Optimistic Concurrency Control

Åbring ETags for free

ORDS source types

ETags for Caching and DML Locking
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ÅIncoming

ÅOutgoing

ÅResting in the Database

Validate all JSON 
against schemas

are consistent with docs

Ą re-use your openAPI spec

Make sure schemas 

JSON Schemas
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ORDS Auth with JWTs
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Åindustry standard RFC 7519 

Årepresent claims securely between two parties

JWT (JSON Web Token) 

Åhttp header field 

ÅAuthorization: Bearer {{token}}

Transport 

Å3 Sections:

ÅHeader (JSON)

ÅPayload (JSON)

ÅSignature

ÅBase64 encoded

Parts

JWT (JSON Web Token)
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Client establishes Session 
with ID Provider

Receives Bearer 
Token with Claims

Sends Token as http-
header to Server

Server Decodes Token

Validate Token (online 
or offline)

Extracts Information Username

Full-Name

Groups

Java Web Token ïHow it works



©2025 Robert Marz @RobbieDatabee 26

ÅIn 23.3 ORDS introduced JWT profiles

Å25.1 added role-based claims

Å25.2 define Profile on pool level 
(share across schemas)

Åenabled by default

Åif not configured, every JWT included in a request 
will result in an error and Java stack trace

ORDS

ords config set 
security.jwt.profile.enabled false

ORDS JWT profile disable

ÅYou must parse the payload for claims like roles, 
groups, username, email, etc. é

Parse JWT

ORDS Auth with JWTs
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Sharing Auth between APEX 

and REST
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Apex ÅBuilt-In Support

Social-
Sign-In 

Auth 
Scheme

Åsocial networks and 
enterprise identity 
providers that support 
OpenID Connect or 
OAuth2 standards

Å- MS Entra ID (ex Azure 
Active Directroy)

Å- KeyCloak

Åé

JWTs and Apex


