Put your ORDS API to the Acid Test

NLOUG Database Cloud & Developer Day Robert Marz

November, 13th 2025 (13:45 - 14:35 | Aarde & Lucht) D ATA B E E

Die IT-Architekten



= Primary Role

Senior Technical Architect
with database centric view of the world



https://ora2know.de/
https://ora2know.de/




QOracleACE
The Oracle ACE Program

400+ technical experts helping peers globally

A The Oracle ACE Program recognizes and rewards community members for their technical
and community contributions to the Oracle community

A 3 membership levels: Director, Pro, and Associate

o

Nominate yourself or a colleague @i

A Learn more afce.oracle.com

E aceprogram_ww@oracle.com ﬁ Facebook.con®racleACEs X @oracleace m Oracle ACE Program Group
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http://acenomination.oracle.com/
bit.ly/OracleACEProgram

SYM POSIUMLI

Created by the community, to support the community

Sharing of reliable knowledge
Supporting the various user groups and individuals
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& > What Is API Testing?

Validate

A that endpoints
behave as
defined

‘ Ensure

Covers

A functionality A correctness
A reliability A stabilit

A security d

A performance
A performance




é& 5 Why Test APIs?

Early detection of
logic or integration
errors

Confident deployments

' .‘ F a‘ across environments
* ‘ Automation-ready (CI/CD)
Ny

Supports regression
prevention




é& S How To Test APIs

Functional tests
Averify results for given inputs

Integration tests
Acheck API + DB behavior

Performance tests
Ameasure under load

Contract tests

Avalidate against OpenAPI / JSON
Schema
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& 5 Tools & Context (Preview)

APostman
Alnsomnia

AutPLSQL

Load tests

AJMeter
AK6

Contract validation

AJSON Schema

©2025 Robert Marz @RobbieDatabee
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& 5 Why Unit Tests Matter

: APL/SQL logic
Ve”fy Independently of ORDS

@1 (el g Aregressions early

Adeveloper confidence
Acode quality

Improve

Aautomated CI/CD

Enable guality gates




é& 5 What is utPLSQL

Open-source testing framework
for PL/SQL

Similar to JUnit, but for Oracle

d -t code

Provides assertions,
setup/teardown, and reporting

Integrates with SQL Developer,
SQLcl, Jenkins, GitHub Actions
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CREATE OR REPLAEEKAGIESt apiAS
--%suite(Test API Business Logic)
--Y%test(should return valid JSON response)
PROCEDUR&ESt response

END

/

CREATE OR REPLAEEKAGBODYest apiAS
PROCEDURESt responsdS

| resultCLOB
BEGIN

| result:=api_pkgget_datg

ut.expectl resul)).to_match('.*" status":"OK.*");
END

END

/

-- To run the tests, use the following command in SQL*Plus or SQL Developer:

BEGIN
ut.run('test_apl);

END

/

@RobbieDatabee
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& 5 Unit Tests: Demo

—

) )
O
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& > REST Client Basics

=4 REST clients

Asimulate consumers of your ORDS APIs

= Send

AHTTP requests

nspect POSTMAN

AResponses

Ideal for

Amanual tests
A Prototyping
Adebugging

©2025 Robert Marz @RobbieDatabee 17



& 5 cURL i the mother of all REST Clients

Lightweight tool for HTTP requests

A CLI tool
A Library

Installed

A on almost every system

Perfect for

A quick tests
A automation

Forms the foundation

A for many REST tools
A Postman
A Newman
AK6

curl -s http://localhost:8080/ords/demo/todo/ | jq
curl -s —-X POST -H "Content-Type: application/json" \

-d '"{"title":"from curl"}' \
http://localhost:8080/ords/demo/todo/ | jq

curl//




é > Scripting in REST Clients

pm.test("Status test", function () { Use Afor assertlons and

m.response.to.have.status(201); . c
SR SEVER S0 automation

pm.test("Response is valid JSON", function () {
pm.expect(function () {
JSON. parse(pm.response.text());
}).not. to. throw();

i sl Astatus codes
pm.collectionVariables.set("jobId", pm.response.json().jobId); Abod Content
pm.sendRequest({ rEBS;F)()r]S;EES; )/

url: url, Aheaders

method: 'POST',

header: {'Content-Type': 'application/x—www—-form-urlencoded'},

body: {mode: 'raw', raw: data}
}, function(err, response) {

console.log("new token: ", payload); Chaln Afor end'tO'end
i requests workflows
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& 5 Managing Environments

Store variables

base URLsS credentials tokens

Switch between environments easily

dev test prod

A 4

Use dynamic values

for authentication or test data



é > Automating Test Runs

Run
Afull

collections of
tests
automatically

©2025 Robert Marz

Integrate

Awith Newman
(Postman
CLI runner)
for CI/CD
pipelines

Export

Aresults as
reports
(HTML, JUnit
XML)
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& 5 API Testing with Rest Clients

—

)
O







& 5 Why Stress and Load Tests

Validate  performance

under real traffic

é :
o
Detect bottlenecks ¢ =
W - p——
] == i sl - =
® 5 = e, (|77 s ey ..
before users do . = S
. : ) e ,_.:
31 —
Ensure stability . E =
scalability
resilience

Essential before production

deployment

24



& > Load vs Stress Testing

©2025 Robert Marz

t Goal

= A Verify normal
operation
-% under

O expected users

—I Example

A100 wus
stable
responses

@RobbieDatabee

t Goal
D Apush beyond

limits
g Example
—SA500 use

(/) observe failure

<

behavior




&b Grafana k6 Overview

A v o s oo x| I :
) | Modern, developer-friendly load

Open Source

Scriptable Engine written in Go

Tests authored in JavaScript or
TypeScript

R [, CLI + cloud execution
N 1500 / . .
/“» =, |,/ Greatfor CI/CD integration

https://grafana.com/docs/k6/latest/results-output/web-dashboard/
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é > Apache JMeter Overview

[ NON ) Apache JMeter (5.3)
GUI-based open- T8 ad X000 +-%»>»r@0 @ éeob & B
Source Ioad tester Y & build-adv-web-test-plan HTTP Request

}f’ HTTP Request Defaults

}f’ User Defined Variables Name: Home Page
}-’:’ HTTP Cookie Manager

}f’: HTTP Header Manager el

Broad protocol support 3 toginoata =

¥ il JMeter Users Basic Advanced

( HTTP, JDBC , £ HTTP Request Defaults Web Server
I. P # Home Page
Protocol [http]: Server Name or IP:

P ThinkTime
P . Changes
P " ThinkTime GET ¥  Path: [

Good for complex test + 27 sugDetai age

_(-';'. Login

plans and g raphs . View Results Tree Parameters Body Data Files Upload

HTTP Request

|:| Redirect Automatically Follow Redirects Use KeepAlive D Use multipart/

Send Parameters With the Requ

Name: Value URL Encode?

Produces rich reports
and charts

Detail Add Add from Clipboard Dele
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& 5 API-Stress- and Load-Tests

—

)
O







&b Why JSON Schema

Define

Astructure and
rules for API
payloads

Detect

Abreaking
changes
early

©2025 Robert Marz

Validate

Arequests and
responses
automatically

Enable

Acontract-
based

development

@RobbieDatabee

30



&b Testing JSON Payloads

Validate
Incoming

Validate
outgoing

Prevent

Use
schema

A payloads against schema

Aresponses for consistency

ANulls
Atype errors
A missing fields

A as single source of truth




&1) Automate Schema Extraction

Extract JISON Schemas

A automatically from openapi.json #/pin/bash

# Extract all JSON Schemas from OpenAPI spec
# Requires: jq (https://stedolan.github.io/jq/)

I Keep Schema API_FILE="openapi.json"

OUT_DIR="./schemas"

: mkdir —-p "$OUTPUT_DIR"
Aand API in sync .
# Extract each schema from the OpenAPI spec
jq -r '.components.schemas | keys[]' "$API_FILE" | while read -r SCHEMA
do
jq ".components.schemas[\"$SCHEMA\"]" "$API_FILE" > "$0UT_DIR/${SCHEMA}.json"
echo "Extracted schema: $SCHEMA"
done

Use scripts or CI steps

A for regeneration

echo " All schemas exported to $OUT_DIR/"

A to repo for version control
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&B JSON Schema in Oracle 23ai / 26al
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Built-in support

Kor JISON Schema validation
AS JSON with VALIDATE USING <schema>

Kor column constraints

Use
FDBMS_JSON_SCHEMA.VALIDATE_REPORT
Kor runtime validation

Store and manage schemas
An DB tables
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